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Security Options for Cellwatch iBMU

This application note is intended for anyone planning to install the Cellwatch iBMU onto a corporate
network. It should be read by installers and network administrators. The iBMU comes in an
unsecured form. The revision state of Windows cannot be guaranteed to be up to date, as the iBMU
may have been manufactured several months before final site installation and commissioning. As
with most commercial systems there is no virus protection provided on the Cellwatch iBMU.

NETWORK PORTS

There are two network ports available on the iBMU. One service port configured as a static IP and
one network port configured as a dynamic IP. Settings are configured for the iBMU to obtain an IP
address as soon as it is plugged into an Ethernet network.

Cellwatch is designed to be remotely accessible in order
to streamline the interactions with the software and
mc'( ngcf simplify the retrieval of battery data. There are several
hardware and software options for interfacing with the
iBMU. The most common method is using a keyboard,
monitor, and mouse and the primary alternative is
Windows Remote Desktop.
This means there are many ways to secure the iBMU
while still maintaining the ease of access for the user.
The data protocols and port specifications for Cellwatch and supporting software are detailed below.

USER ACCOUNT

There are two user accounts on the iBMU. These accounts are labeled “Cellwatch” and “Recovery”.
Both have passwords that are the iBMU’s serial number. The Cellwatch account’s password can be
changed, but we highly recommend not changing the Recovery account’s password. Upon startup,
the password will have to be entered in order to login into the account. Cellwatch 5 runs as a
Windows service and does not require a user to be logged in to start scanning. In the event of a
power failure, the iBMU will be able to return to normal scanning mode automatically.

Putting the iBMU on a Domain may change operating system settings and prevent Cellwatch from

performing normally. System level changes and domain settings limit Technical Support’s ability to
help troubleshoot issues on the system.
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Cellwatch

Available data output ports
Modbus: TCP/IP port 502

Browser Interface: TCP/IP port 80 (HTTP)

Browser interface can be protected by a username and password. Username: “cellwatch”
Password: “deafcat”. To enable the log in requirements, open the Cellwatch.ini file and enter “1” for
the Authorization needed field.

[HTTP]

Authorization needed=1

Restricting ports: All available data output ports can be disabled in the running software. Go to the
menu option at the top: “BMS Interface”. Uncheck “Modbus TCP/IP” and “Browser Interface”. The
password “deafcat” is required to make changes to the BMS options.

BMS interface  Diagnostics  He
" Modbus/TCP

~  Browser Interface

SMMP Settings..

Remote Connection

The iBMU can be connected to remotely over Windows Remote Desktop. To remote into the iBMU,
place it on a local network using the Dynamic port or connect directly with a network cable to the
Service port. The Dynamic port will take the address given to it by the network, while the service port
will stay at the default service static IP address.

Default service static IP address: 192.168.0.128

The service port will always be accessible at the 128 address above. When using a network cable,
place the laptop’s IP address on the same address range of 192.168.0.xxx to remote into the iBMU.
Username: cellwatch

Password: iBMU serial number
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Windows Remote Desktop: TCP/IP port 3389

Every Windows machine comes with Remote Desktop and the versions are backwards compatible
across Windows versions. Close the session using the X on the window.

KVM over IP (optional)

To remove an iBMU from the local network but still be able to remotely access it, a KVM over IP can
be used. The hardware uses video out/USB connections to the back of the iBMU. The key
commands and video signal can be sent over the local network. This allows a remote user to interact
with the iBMU without being able to send or receive data. There is no risk to the local network as the
VGA, HDMI, and USBe ports can’t move data packets other than the hardware commands.

Email Alert

(=] Cellwatch Email Alert Client - %

Message Settings  Server Seftings  Alert Preferences  Advanced  About / Upgrade

mc E L LW ATC H Cellwatch Email Alert c‘ungt

Product Activated Serial number:  [70gz0757
Email Alert Mode o
Activation code:  |1pggag7717

Upagrade to Cellwatch net Online Services

if you purchased a Cellwatch net license, click the link above to activate this service
(and have messages sent to our server).

e | [ oot

Email Alert can be configured to use the desired port for the site’s SMTP server. IP address and port
preference can be changed under the “Server Settings” tab in the Email Alert client settings window.

Default SMTP port: 25
Default secure port: 587
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SNMP

Ports: 161, 162 (Traps)

Cellwatch 5 now has the SNMP settings integrated into the software which transmits the Cellwatch
data over SNMPvV1 protocol. The data is protected using the SNMP read and write communities.
Traps can also be sent to recipient IP addresses.

Wi SNIMP Settings - O X

General Traps

SMHMP Enabled

Read Community: CELLWATCH

“wiite enabled

Wrike Commnity: DEAFCAT

| Save changes I | Cloze

Antivirus Software

By default, Windows Defender is disabled. You will need to edit the group policy in order to enable
Window Defender.

Open the start menu in the lower left corner and search for “Edit Group Policy”. Under the Computer
Configuration line, select “Administrative Templates”. Double click on “Windows Components”.

=l Local Computer Policy
~ % Computer Configuration
» [ Software Settings
» [ Windows Settings
v [ Administrative Templates
» [ Control Panel
> [ Network
71 Printers
71 Server
71 Start Menu and Taskbar
> [ System
» | Windows Components
= All Settings
Scroll down to “Windows Defender” and double click. In the window to the left, there will be a line
that says “Turn off Windows Defender” is enabled.
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[ Microsoft Secondary Authentication Factor
> i ::;::::nl;ser Experience Virtualization Seleq ﬁf‘ ttem to view its S-E-ttirwg State Comment
= OneDrive description. = Client Interface
] Online Assistance [ Exclusions
[ Portable Operating System I MAPS
(7] Presentation Settings [ Network Inspection System
> [l Remote Desktop Services 2 Quarantine
| RSS Feeds [l Real-time Protection
[ Search [ Remediation
] Security Center [ Reporting
::l Shutdown Options 5 Scan
:, Smart Card 3 I Signature Updates
; Software Protection Platform = Threats
2 Sound Recorder
= Store | Allow antimalware service to startup with norm... Not configu... No
[ Sync your settings Turn off Windows Defender Enabled No
5 [ Tablet PC & Configure local administrator merge behavior f..  Not configu... No
% Task Scheduler & Turn off routine remediation Not configu... No
1 Windows Calendar 2| Define addresses to bypass proxy server Not configu.. No
[ windows Color System | Define proxy auto-config (pac) for connecting t.. Not configu... No
[ Windows Customer Experience Improvemer 2 Define proxy server for connecting to the netwo... Not configu.. No
= \i’f‘indows Defender = Randomize scheduled task times Not configu... No
:‘ Client Interface ‘= Allow antimalware service to remain running al.. Not configu... No

Right click and select “Edit”. You will select “Not Configured”, hit apply, and then OK.

*’ Turn off Windows Defender m] x

Turn off Windows Defender Previous Setting ‘ | Next Setting

@ Not Configured ~ Comment: ~
(O Enabled \
0 =
(O Disabled .
Supported on: | At jeast Windows Vista ~
W
Options: Help:

This palicy setting turns off Windows Defender. &

If you enable this policy setting, Windows
Defender does not run, and computers are not
scanned for malware or other potentially
unwanted software.

If you disable or do not configure this policy
setting, by default Windows Defender runs and

computers are scanned for malware and other
potentially unwanted software.

© o
L\

| OK H Cancel || Apply ‘

This allows Windows Defender to be on. Open “Update & Security” under Windows settings. In
there, you will find the Windows Defender settings. Turn Windows Defender on and start a scan.
Once completed, review any suspicious files found and close the window. The iBMU is now
protected.
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